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Billions of dollars are spent annually on
Cyber Defence products. How come this
has not even made a small dent in the
successful cyber attack statistics?

BILLION DOLLAR QUESTION
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Many Cyber Defence products sold and used

today in the market are OBSOLETE AND NOT
EFFECTIVE against modern cyber attacks!!
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This is a hacker!

Most cyber attacks

* are fully automated.
* finds the victims fully automatic.

* takes less than one second to complete.

* Can occur any time and any day, including big holidays.

Example: A typical ransomware attack takes less than one second to complete.
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Effectiveness
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Our Modern Cyber Defense Platforms

Built for large networks and data
centres. Supports up to 2 x 10GB
ports.

Optimised for medium-sized networks.

Boasts a compact form-factor
designed for small networks.

Small Enterprises Medium Enterprises Large Enterprises &
Data Center

Invisiron Cyber Defense Solution is catered for businesses of all sizes
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The concept of operating in-line and in stealth mode

Internet INVISIrAN

] LI invisiron
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Dropped Packets

Network Packets are monitored in BOTH directions
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Invisiron — A fence with a very strong gate.
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Invisiron — Protecting remote workers.
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The “cloud”
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Simple 10 minute deployment.
Fully automatic downloads of Cyber Threat Intelligence.
Automatic (Autonomous) threat detection and mitigation.

Operates in stealth mode.
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CTI Collection Infrastructure

Cyber Threat Intelligence (CTI)
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Examples:
Two IP addresses attacking one of our networks in Singapore on June 28, 2022.

101.109.247.175 and 101.109.237.171
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CTI Collection Infrastructure

Lookup on virustotal.com website of 101.109.247.175

O (i) Nointeresting sightings for this IP address
/80
101.109.247.175 (101.109.0.0/16)

AS 23969 (TOT Public Company Limited )
?

% Community o
Score

DETECTION DETAILS COMMUNITY
ADMINUSLabs (¥) Clean AegisLab WebGuard (¥) Clean
AICC (MONITORAPP) (¥) Clean AlienVault (¥) Clean
alphaMountain.ai (¥) Clean Antiy-AVL (¥) Clean
Armis (¥) Clean AutoShun (¥) Clean
Avira (no cloud) (¥) Clean BADWARE.INFO (¥) Clean
Baidu-International (¥) Clean BitDefender (¥) Clean
Blueliv (¥) Clean Certego (¥) Clean
CINS Army (¥) Clean CLEAN MX (¥) Clean

CMC Threat Intellicence A Clean Comodo Valkvrie Verdiet A Clean



Some attackers operate locally to avoid detection. To counter this Invisiron has built a network of
honeypots to collect regional CTI.

- Singapore

- Thailand

- Malaysia

- Philippines 39 \
- Indonesia
- Australia \
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Attacks by Country

China
Attacks on Singapore originating from Philippines
other Asian countries are very common. ‘\ Vietnam

@® Poland

@® Taiwan

Ukraine

Republic of Lithuania

(July 5, 2022)
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Invisiron believes blocking Shodan and other similar Internet
scanners is increasingly important in todays cyber defence.

Invisiron counter-tracks Shodan and other scanners and filtrates
out their servers IP addresses and inserts these into a blocklist.
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Proactive Blocking of Advanced Scanning Activities

Shodan ‘Q

O == PP (China)
Censys ‘Q ‘( /_\:?f?m i‘;;::- (}

EgLff“’J
fx e Q {mmmmm North Korea

Proactively block Shodan, IPIP, )
Criminal IP and others.
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A remote monitoring and analytics software.
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Threat Commander provides a complete monitoring capability of Invisiron’s security platforms
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Common questions and their answers

Question: How many computers can your S-x000 model protect?

Answer: All Invisiron models operate at full Ethernet bandwidth. Therefore there are no limitations
to how many computers a device can protect.

Question: Since the Invisiron device is installed inline between the Internet gateway and our switch,
how big is the performance degradation caused by the device?

Answer: All Invisiron models operate at full Ethernet bandwidth. Therefore there is no noticeable
performance degradation to the network or its Internet connection.
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Common questions and their answers

Question: What are the strongest feature or benefits with using Invisiron’s cyber
defence?

Answer 1: Invisiron uses cyber threat intelligence that is collected in Asia that complements the
intelligence we buy from the USA. This provides a VERY strong defence for Asian networks. This

allows the Invisiron devices to detect and mitigate many local attacks that would otherwise not be
detectable.

Answer 2: Invisiron’s devices are 100% fully automatic. No need for security engineers to manage
the devices. They are true plug & play devices. Easy to install and deploy.

Answer 3: Invisiron’s devices operate in stealth mode. This makes them invisible to any attackers.
As a result, a hacker can not attack or penetrate an Invisiron security device.
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AWARD : 2021 —

BEST INNOVATIVE CYBER SECURITY

PRODUCT OF THE YEAR BY CYBER
SECURITY MALAYSIA
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BN ISTRY OF COMMUNICATIONS
AND MULTIMEDHA MALAYSIA

AWARDS, CONFERENCE & EXHIBITION 2021 {5
OFFICIATED BY ). 4

YB TAN SRI DATUK SERI PANGLIMA TPr ANNUAR HAJI MUSA
MINISTER OF COMMUNICATIONS AND MULTIMEDIA MALAYSIA

14 DECEMBER 2021 | MENARA CYBER AXIS, CYBERJAYA

www.csm-ace.my
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WE'RE EXHIBITING AT
GOVWARE 2022,

18-20 OCTOBER.

VISIT US AT BOOTH G28
GOVWARE CONFERENCE AND EXHIBITION 2022 %

SANDS EXPO AND CONVENTION CENTRE, SINGAPORE o

A PART OF SINGAPORE INTERNATIONAL CYBER WEEK 2022 GOVWARE
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daniel@bitcyber.com.sg
sales@bitcyber.com.sg
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